Business Associate Addendum

This Addendum is effective the date this agreement is signed by the last party to sign it.
(“Effective Date”) and is made part of the Client Services Agreement (“Agreement”) by
and between the City of Ann Arbor, a Michigan municipal corporation, having its offices
at 301 E. Huron St., Ann Arbor, Michigan 48104, a organized under the laws of the State
of Michigan (“EMS Agency”) and MEDICOUNT MANAGEMENT, INC. (“Business
Associate”) dated of even date herewith.

1.

Definitions. Capitalized terms not otherwise defined in the Agreement shall have
the meanings given to them in the Security, Breach Notification, and Enforcement
Rules (the “HIPAA Rules”) as contained in Title 45, Parts 160 and 164 of the Code
of Federal Regulations as the same may be amended, restated, supplemented or
replaced (“CFR”) and are incorporated herein by reference.

Prohibition on Unauthorized Use or Disclosure of Protected Health
Information. Business Associate acknowledges that any Protected Health
Information (“PHI”) provided to Business Associate by EMS Agency or any PHI
created, maintained or transmitted by Business Associate or any authorized
subcontractor or agent in connection with providing services to, or on behalf of
EMS Agency, shall be subject to this Addendum. Business Associate shall not
use or disclose any PHI it receives, creates, maintains or transmits, except as
permitted or required by the Agreement or as otherwise required by law or
authorized in writing by EMS Agency, and then only if such use or disclosure would
not violate the Privacy Rule if used or disclosed by EMS Agency. Business
Associate shall comply with: (a) the HIPAA Rules as if Business Associate was a
Covered Provider under such rules; (b) state laws, rules and regulations that apply
to PHI and that are not preempted by the HIPAA Rules or the Employee Retirement
Income Security Act of 1974 (“ERISA”) as amended; and (c) EMS Agency’s Health
Information Privacy and Security Policies and Procedures as the same may be
amended, restated, supplements or replaced.

Use and Disclosure of Protected Health Information. Except as otherwise
permitted herein, Business Associate shall use and disclose PHI only to the extent
necessary to satisfy Business Associate’s obligations under the Agreement or as
required by law.

Business Associate’s Operations. Business Associate also may use PHI it
creates for or receives from EMS Agency to the extent necessary for Business
Associate’s proper management and administration or to carry out Business
Associate’s legal responsibilities under the Agreement and hereunder. Business
Associate may disclose PHI as necessary for such purposes only if:

a. The disclosure is required by law; or

b. Business Associate obtains reasonable assurance, evidenced by a written
contract, from any person or organization to which Business Associate will



disclose PHI that such person or organization agrees to abide by the terms
and conditions of this Addendum and specifically to: (i) hold such PHI in
confidence and use or further disclose it only for the purpose for which
Business Associate disclosed it to the person or organization or as required
by law; and (ii) notify Business Associate (who shall then promptly notify EMS
Agency) of any instance of which the person or organization becomes aware
that the confidentiality of such PHI was breached.

. Data Aggregation Services. Business Associate may use PHI to provide Data
Aggregation Services related to EMS Agency’s emergency medical services.
Notwithstanding the preceding, Business Associate hereby acknowledges that it
may not sell any PHI except as otherwise permitted under the HIPAA Rules.

. PHI Safequards. Business Associate shall develop, implement, maintain, and use
appropriate administrative, technical, and physical safeguards to prevent the
improper use or disclosure of any PHI received from or on behalf of EMS Agency.

. Electronic Health Information Security and Integrity. Business Associate shall
develop, implement, maintain, and use appropriate administrative, technical, and
physical security measures and safeguards in compliance with the HIPAA Rules
and other applicable laws and regulations to preserve the integrity and
confidentiality of all electronically-maintained or transmitted PHI that Business
Associate creates, maintains, transmits and/or receives from or on behalf of EMS
Agency pertaining to an Individual. Business Associate shall document and keep
these security measures current.

. Subcontractors and Agents. Business Associate shall require each
subcontractor or agent to whom it may provide PHI or Health Information received
from or on behalf of EMS Agency or who otherwise create, receive, maintain, or
transmit PHI on behalf of Business Associate to agree to the same restrictions,
conditions, and requirements as to the protection of such PHI as are imposed on
Business Associate by this Addendum.

. Access to PHI by Individuals. Business Associate agrees to provide access, at
the request of EMS Agency and during normal business hours, to PHI in a
Designated Record Set to EMS Agency or, as directed by EMS Agency, to an
Individual or an Individual's designee in order to meet the requirements of Section
164.524 of the CFR provided that EMS Agency delivers to Business Associate a
written notice at least five (5) business days before the date on which access is
requested. Subject to such notice requirements, Business Associate shall permit
an Individual or an Individual’s designee to inspect and copy PHI pertaining to such
Individual in Business Associate’s custody or control. Business Associate shall
establish procedures for access to the PHI maintained by Business Associate in
Designated Record Sets in the time and manner designated by EMS Agency to
enable EMS Agency to fulfill its obligations under the HIPAA Rules. Business




Associate shall produce PHI in electronic format if Individual requests such PHI to
be delivered in such format and the PHI is readily producible in such format.

10.Accounting to EMS Agency and Government Agencies. Unless otherwise
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protected or prohibited from discovery or disclosure by law, Business Associate
shall make its internal practices, books, and records relating to the use and
disclosure of PHI received from or on behalf of EMS Agency or created,
maintained, or transmitted by Business Associate available to EMS Agency and to
the Secretary or its designee for the purpose of providing an accounting of
disclosures to an Individual or an Individual’s designee or determining Business
Associate’s compliance with the HIPAA Rules. Business Associate shall have a
reasonable time within which to comply with a written request for such access to
PHI and in no case will Business Associate be required to provide access earlier
than at least five (5) business days before the receipt of written notice of the
requested access date unless otherwise designated by the Secretary.

.Accounting to Individuals. Business Associate agrees to maintain necessary

and sufficient documentation of disclosures of PHI as would be required for EMS
Agency to respond to a request by an Individual for an accounting of such
disclosures in accordance with 45 CFR Section 164.528. Upon the request of EMS
Agency, Business Associate shall provide documentation made by this Agreement
to permit EMS Agency to respond to a request by an Individual for an accounting
of disclosures of PHI in accordance with Title 45, Part 164, Section 164.528 of the
HIPAA Rules. Business Associate shall have a reasonable time within which to
comply with such a request from EMS Agency and in no case shall Business
Associate be required to provide such documentation in less than five (5) business
days of Business Associate’s receipt of such request. Except as provided for in
this Agreement, if Business Associate receives a request for access to PHI, an
amendment of PHI, an accounting of disclosure, or other similar requests directly
from an Individual, Business Associate will redirect the Individual to the EMS
Agency.

12.Correction of Health Information/ Restriction on Disclosure. Business

Associate shall, upon receipt of notice from EMS Agency, promptly amend or
correct PHI received from or on behalf of EMS Agency. Business Associate shall
promptly identify and provide notice of such amendment to all agents and
subcontractors who create, maintain, or rely on the PHI that is the subject of the
amendment. Business Associate further agrees to comply with any restrictions on
the disclosure of an Individual’s PHI subject to the applicable limits under the
HIPAA Rules.

13.Minimum Necessary Determination. Business Associate shall use its

professional judgment to determine the minimum amount and type of PHI
necessary to fulfill its obligations under the Agreement. Business Associate
represents that it will request only the minimum necessary PHI in connection with
its performance of duties under this Agreement. Business Associate



acknowledges that EMS Agency will rely on its determination for compliance with
the minimum necessary standards under Title 45, Parts 160 and 164 of the CFR.

14.Reporting. Business Associate shall report to EMS Agency any unauthorized use
or disclosure of PHI of which it becomes aware that is not provided for in this
Agreement, including breaches of unsecured PHI and any security incident.
Business Associate shall report such unauthorized use or disclosure to EMS
Agency'’s Privacy Official no later than 10 business days after Business Associate
learns of such breach or security incident. Business Associate’s report shall at
minimum:  (a) state the nature of the unauthorized use or disclosure of PHI;
(b) identify the PHI used or disclosed; (c) identify the unauthorized user or recipient
of the disclosure; (d) indicate what Business Associate has done or will do to
mitigate any deleterious effect of the unauthorized use or disclosure; (e) indicate
what corrective action Business Associate has taken or shall take to prevent future
similar unauthorized use or disclosure; and (f) provide such other information,
including a written report, as reasonably requested by EMS Agency’s Privacy
Official.

15.0bligations of EMS Agency.

(a) EMS Agency shall notify Business Associate of any limitations in the privacy
practices of EMS Agency under 45 CFR Section 164.520, to the extent that
such limitation may affect Business Associate’s use or disclosure of PHI.

(b) EMS Agency shall notify Business Associate of any changes in, or revocation
of, the permission by an Individual to use or disclose his or her PHI, to the
extent that such changes may affect Business Associate’s use or disclosure of
PHI;

(c) EMS Agency shall notify Business Associate of any restriction on the use or
disclosure of PHI that EMS Agency has agreed to or is required to abide by
under 45 CFR Section 162.522, to the extent that such restriction may affect
Business Associate’s use or disclosure of PHI.

16.Right to Terminate for Breach. Notwithstanding any other provision of this
Agreement, EMS Agency shall have the right to terminate the Agreement if it
determines, in its sole discretion, that Business Associate has violated a material
term of this Addendum or any provision of Title 45, Parts 160 and 164 of the CFR.
EMS Agency may exercise this right by providing written notice to the Business
Associate of termination, with such notice stating the violation that provides the
basis for the termination. Any such termination shall be effective immediately or
at such other date specified by EMS Agency in its written notice.

17.Return or Destruction of Health Information. Upon termination, cancellation,
expiration, or another conclusion of this Agreement, Business Associate,




concerning PHI receipt from EMS Agency, or created, maintained, or received by
Business Associate on behalf of EMS Agency, shall:

(a) Retain only that PHI necessary for Business Associate to continue its proper
management and administration or to carry out its legal responsibility.

(b) Return to EMS Agency or, if agreed to by EMS Agency, destroy the remaining
PHI maintained by Business Associate in any form;

(c) Continue to use appropriate safeguards and comply with the HIPAA Rules with
respect to electronic PHI to prevent use or disclosure of the PHI other than as
provided for in this Section, for as long as Business Associate retains the PHI;

(d) Not use or disclose the PHI retained by Business Associate other than for the
purposes for which such PHI was retained and subject to the same conditions
set out herein that applied before termination;

(e) Return to EMS Agency the retained PHI when Business Associate no longer
needs it for its proper management and administration or to carry out its legal
responsibilities; and

(f) Transmit the PHI to another EMS Agency Business Associate at termination
as requested by the EMS Agency.

18.Continuing Obligations. Business Associate’s obligation to protect PHI received
from or on behalf of EMS Agency shall be continuous and shall survive any
termination, cancellation, expiration, or other conclusions of the Agreement.

19. Automatic Amendment. Upon the effective date of any amendment to the HIPAA
Rules, the Agreement shall automatically be amended such that the obligations
imposed on Business Associate as a Business Associate remains in compliance
with such regulations.




MEDICOUNT MANAGEMENT, INC

By:

Name: Joseph Newcomb

Title: President

Date:

CITY OF ANN ARBOR

By:

Name: Milton Dohoney Jr.

Title: City Administrator

Date:

Approved as to substance:

By:

Name: Mike Kennedy

Title: Fire Chief

Date:

Approved as to form:

By:

Name: Atleen Kaur

Title: City Attorney

Date:
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